Nganh:

CHUONG TRINH PAO TAO TRINH PQ PAI HQC

(Ban hanh kém theo Quyét dinh sé 3334/0P-PHCT ngay 24 thang 8 nam 2022
cua Hiéu truong Truong Pai hoc Can Tho)

An toan théng tin (Information Security) Ma nganh: 7480202

Thoi gian dao tao: 4,5 nam Danh hiéu: Ky su
Don vi quan ly: B mon Mang may tinh va Truyén thong,

Khoa Cong ngh¢ Thong tin va Truyén thong

1.  Muc tiéu dao tao

1.1 Muc tiéu dao tao chung

Chuong trinh An toan thong tin trinh d6 dai hoc dao tao nhitng k¥ su c6 kién thirc chuyén
mon toan dién, kha nang phan tich va phan doan tinh huong, c6 ky nang 1ap trinh, st dung thanh
thao cdc cong cy, giai phap tién tién dé giai quyét cac yéu cau thyuc tidn vé an toan thong tin; co
kién thtrc co ban vé toan, khoa hoc chinh tri, xd hoi, phap luat, gido duc thé chat, qudc phong - an
ninh; ¢6 kha nang lam viéc doc 1ap hoac theo nhom, c6 dao dirc, strc khoe; c6 nang luc ngoai ngi,
nghién ciru khoa hoc, sang tao, khoi nghiép dap ng yéu cau hoan thién ban than nguoi hoc, phuc
vu phat trién kinh té, x3 hoi ving va qudc gia trong bdi canh cach mang cong nghiép 4.0.

1.2 Muc tiéu dao tao cu thé

Chuong trinh dao tao ky su An toan thong tin dinh hudng nguoi hoc sau khi t6t nghiép c6
nhiing k¥ ndng va pham chat nhu sau:

a.

b.
C.

Kién thuc phap luat, quéc phong - an qinh, trinh d¢ 1y ludn chinh tri; rén luyén sttc khoé,
dao duc, y thirc xa hoi, trach nhiém nghé nghiép theo cac quy dinh hi¢n hanh;

Kién thirc nén tang vé toan va cong nghé thong tin dé van dung trong nganh An toan thong tin;
Kién thuc va ky nang co so cua khéi nganh may tinh va cong nghé thong tin, di ning luc
hoc tap cac nganh gan va sau dai hoc sau nay;

. Nang lyc phan tich, phan doan tinh huéng, van dung kién thirc chuyén sau va ky nang dé

dap Ung nhu cau thyc tién vé An toan thong tin ctia mot to chic hay ca nhéan trong cach
mang cong nghlep 4.0;

K¥ ning giao tiép, thuyét trinh, 1am viéc nhém, ning lyc ngoai ngir, phong cach lam viée
chuyén nghiép, sang tao, tinh khéi nghiép dap timg yéu cau toan cau hod va hoc tip subt doi.

2. Chuén dau ra
2.1 Kién thirc

2.1.1 Khoi kién thirc gido duc dai cwong

a.

b.
C.

Str dung kién thuc vé phap }uét, chinh tri, xa hoi, quéc phong - an ninh, gido duc thé chat,
dao dtrc va trach nhiém nghé nghiép theo cac quy dinh hién hanh,;

Ap dung kién thie nén tang vé toan hoc, may tinh va céng nghé thong tin;

St dung tiéng Anh hoic tiéng Phap tuong g’Iuong triAnh dd bac 3/6 Khung nang lyc ngoai
ngit cua Viét Nam (B1 theo khung tham chiéu Chau Au).

2.1.2 Khoi kién thirc co sé nganh

a.

b.

Lam chu cac k¥ thuat lap trinh: cAu truc, hudéng doi tuong, web;
Thong sudt kién thuc vé nguyén ly hoat dong ctua cac h¢ théng may tinh, hé diéu hanh,
mang may tinh;



c. Thé hién kha nang nhan dinh, phén tich vin dé va xac dinh cac yéu ciu tinh toan phu hop
dbi voi cac linh vuc: cu trac dit liéu, thuat toan va tri thong minh nhan tao, co s¢ dir liu,
mo hinh hoa hé théng, tir 46 dwa ra cac giai phap cong nghé thong tin theo yéu cau cia
nguodi dung;

2.1.3 Khoi kién thicc chuyén nganh

a. Nam viing kién thirc chuyén siu vé toan g dung trong linh viyc An toan thong tin; kién thirc
bao mat, an toan dir liéu, cac nguyén 1y ma hoa thong tin, phat hién va ngin chin tin cong
bﬁng phﬁn mém mi doc dé dam bao chit luong dit li¢u duoc Iuu trir trong cac hé théng;

b. Niam viing kién thic vé kién trac, tiéu chuan, mé hinh mang an toan;

c. Hiéu biét sdu vé luit an ninh mang, cac nguyén 1y an ninh mang de xay dung cac mo hinh,
giai phap an ninh mang, dam bao hé thdng dugc bao vé trude cac tan cong mang.

2.2 Ky nang
2.2.1 Ky nang cing

a. Khai thac hiéu qua cac phan mém, cong cy, giai phap hién dai trong viéc phan tich, thiét
ke, cai dat, kiém thur, chan doan, quan tri cac hé thong may tinh, mang may tinh an toan;

b. Thiét ké, xay dung va trién khai cic (mg dung dam bao an toan thong tin dé dap ung yéu
cau cua cach mang cong nghiép 4.0.

2.2.2 K¥ ning mém

a. Giao tiép thong dung bang t@é'ng Anh hoic tiéng Phap; doc va hiéu cac tai liéu chuyén
nganh bang tiéng Anh hodc tiéng Phap;

b. Giao tiép, thuyét trinh va lam viéc nhém hiéu qua: hinh thanh, van hanh, hop tac, lanh dao
nhom;

2.3 Thai do/Mirc do tu chui va trach nhiém ca nhan
a. Hinh thanh phong cach lam viéc chuyén nghiép; tuan thu dao dic, trach nhiém nghé
nghiép va xa hoi;
b. Hinh thanh tinh sang tao, tu chu va thoi quen hoc tap sudt doi.
3. Vi triviéc 1am ciia nguoi hoc sau khi tét nghiép

- Chuyén vién quan trj mang, chuyén trach vé bao mat, an ninh mang, cong nghé théng tin & cac
co quan, to chirc, doanh nghiép.

- Giang vién, can bd nghién ctru va g dung cong nghé thong tin & cac vién, trung tdm nghién
clru va cac truong dai hoc, cao dang.

- Gi4o vién cong nghé thong tin & cac trudng trung hoc phd théng, trung hoc chuyén nghiép va
day nghé.

- Chuyén vién tu van, phan tich, thiét ké, xay dung cac giai phap vé an toan thong tin.
- Lap trinh vién trong cac cong ty thudc linh vuc cong nghé thong tin.
4.  Kha ning hoc tip, ning cao trinh d9 sau khi tét nghiép
- Hinh thanh tho6i quen hoc subt doi, co kha nang ty nghién cuu, cap nhat kién thirc, cong
nghé mai vé cong nghé thong tin va an toan thong tin.
- DPap ung duogc véi yéu cau hoc tdp & céc trinh dJ sau dai hoc trong linh vuc cong nghé
thong tin va truyén thong.



5. Cac chuong trinh dao tao, tai liéu, chuin qudc gia va quéc té tham khio

- Thong tu 17/2021/TT-BGDDT ngay 22 thang 6 nam 2021 cta Bo Gido duc va Do tao vé
viéc ban hanh Quy dinh vé chuan chuong trinh dao tao, xay dung, tham dinh va ban hanh
chuong trinh dao tao cac trinh dg ctia gido duc dai hoc.

- Tham khao chuong trinh cua cac trudong dai hoc nhu truong dai hoc KH&CN Ha ndi,
truong dai hoc Cong ngh¢ thong tin TpHCM, Hoc vién Cong nghé buu chinh vién thong,
Hoc vién K¥ thuat mat ma, truong dai hoc Cong nghé TP HCM, truong dai hoc Duy Tan,
truong dai hoc FPT.

- Hudng dan xay dung chuong trinh dao tao bac dai hoc nganh Cong ngh¢ thong tin cta
ACM (Curriculum Guidelines for Undergraduate Degree Programs in Information
Technology) (https://www.acm.org/binaries/content/assets/education/curricula-
recommendations/it2017.pdf).

- Céc huong dan xay dung chuong trinh dao tao theo ACM cho céc chuong trinh dao tao dai
hoc vé Khoa hoc may tinh
(https://www.acm.org/binaries/content/assets/education/cs2013 web_final.pdf).

- Céc huong dan xay dung chuong trinh dao tao theo ACM cho cac chuong trinh dao tao dai
hoc vé K¥ thuat may tinh (https://www.acm.org/binaries/content/assets/education/ce2016-
final-report.pdf).

- Céc huong dan xay dung chuong trinh dao tao theo ACM cho cac chuong trinh dao tao dai
hoc vé An toan thong tin (https://www.acm.org/binaries/content/assets/education/curricula-
recommendations/csec2017.pdf).

- Chuong trinh ctr nhan khoa hoc CNTT, Pai hoc Walden, Hoa Ky
(https://www.waldenu.edu/bachelors/bs-in-information-technology)

- Chuong trinh ctr nhan khoa hoc CNTT, Pai hoc Kansas, Hoa Ky
(http://catalog.ku.edu/engineering/electrical-engineering-computer-science/bs-information-
technology/).

- Chuong trinh ctt nhan CNTT, Pai hoc George Mason, Hoa Ky
(http://ist.gmu.edu/programs/undergraduate-programs/bsit/)

6. Khung chwong trinh dao tao
z £ £ c Hoc

Ma so S0 |,z So | So 2 b HK
TT | hoc Tén hoc phin tin l:i %tcc::;rn tiét | tiét tI;Ié(_;lc pl?ag:; Is)(l:;:n thue

phin chi PP LT |TH uy o8 | hign

hanh

Khéi kién thirc Gido duc dai cwong
1 | QPOI0E |Gi4o duc qudc phong va An ninh 1 (¥) 2 |2 30 B6 tri theo nhém nganh
2 | QPOLIE |Gi4o duc qudc phong va An ninh 2 (¥) 2 |2 30 B6 tri theo nhém nganh
3 | QPOI2 |Gido duc qudc phong va An ninh 3 (*) 2 |2 14 | 16 BA tri theo nhom nganh
4 | QPO13 |Gi4o duc qudc phong va An ninh 4 (¥) 2 |2 4 |56 B6 tri theo nhém nganh
5 | TC100 |Gi4o duc thé chit 14243 (*) 14141 3 90 LILIII
6 | XH023 | Anh vin cin ban 1 (*) 4 60 LILII
7 | XH024 | Anh vin cin ban 2 (*) 3 45 XH023 |LILII
8 | XH025 | Anh vin cin ban 3 (*) 3 v 45 XH024 | LILII
9 | XHO31 |Anh vén tang cuong 1 (¥) 4 60 XH025 |LILII
10 | XHO032 |Anh vin tang cuong 2 (¥) 3 10 | 45 XHO031 |LILIIT
11 | XHO33 |Anh vén tang cuong 3 (¥) 3 AV | 45 XH032 | LILII
12 | FLOOl |Phap van cdn ban 1 (¥) 4 hodc| 60 LILIIT
13 | FLOO2 |Phap véan cdn ban 2 (¥) 3 PV | 45 FLOOI | LILII
14 | FLOO3 |Phap véan cdn ban 3 (¥) 3 PV 45 FLO02 |LILIII
15 | FLOO7 |Phap van tang cuong 1 (¥) 4 60 FLOO3 | LILIII
16 | FLOO8 |Phap van tang cuong 2 (¥) 3 45 FLO07 |LILIII
17 | FLOO9 |Phap van tang cuong 3 (¥) 3 45 FLOO8 | LILIII




A M M Hoc

Ma so So 2 So | So A p HK
TT| hec Tén hoc phin tin b]?:(‘”)tc c:fn tiét | tiét tl;lé(.;lc 53;@:; [s) (l:::; thue

phan chi | °| * |LT|TH X hién

hanh
18 | MLO14 | Triét hoc Mac - Lénin 3 13 45 LILII
19 | MLO016 |Kinh té chinh tri Méc - Lénin 2 |2 30 MLO014 LILII
20 | MLO18 |Chu nghia xa hoi khoa hoc 2 |2 30 MLO16 LILII
21 | MLO19 | Lich s Pang Cong san Viét Nam 2 |2 30 MLOI18 LILII
22 | MLO021 | Tu tuéng HO Chi Minh 2 |2 30 MLO19 LILII
23 | KLOOLE |Phép luat dai cuong 2 |2 30 LILII
24 | MLO07 |Logic hoc dai cuong 2 30 LILII
25 | XH028 | Xa hoi hoc dai cuong 2 30 LILIIT
26 | XHO11E |Co s& vin hoa Viét Nam 2 30 LILII
27 | XHOI2 |Tiéng Viét thuc hanh 2 2 (30 LILII
28 | XHO014 |Van ban va luu trit hoc dai cuong 2 30 LILII
29 | KNOOI |K¥ ning mém 2 20 | 20 LILII
30 | KN002 |Ddi méi sang tao va khoi nghiép 2 20 | 20 LILII
31 | TNOO1 |Vi- Tich phan Al 3 13 45 LILII
32 | TNO02 |Vi - Tich phan A2 4 | 4 60 TNOO1 LILII
33 | TNOI0 |Xéc suat thong ké 3 |13 45 LILII
34 | TNOI2 |Pai s6 tuyén tinh va hinh hoc 4 | 4 60 LILII
35 | CT100 |K¥ nang hoc dai hoc 2 2 20 | 20 LI
36 | CT200 |Nén tang cong nghé thong tin 4 4 30 | 60 LILIIT
Cong: 56 TC (Bz'it budc 41 TC; Tw chon: 15 TC)
Khéi kién thirc co sé' nganh
37 | CT172 |Toén rdi rac 4 | 4 60 LI
38 | CTI01 |Lap trinh cin ban A 4 | 4 30 | 60 LI
39 | CT177 |Chu tric dit liéu 3 13 30 | 30 |CT101 LI
40 | CT175 |Ly thuyét dd thi 3 13 30 | 30 [CT177 LII
41 | CT174 |Phan tich va thiét k& thudt toan 3 13 30 | 30 |CT177 LI
42 | CTI80 [Co s6 dit ligu 3 13 30 | 30 |CT177 LI
43 | CT173 |Kién trac may tinh 3 13 45 LI
44 | CT178 [Nguyén ly hé didu hanh 3 13 30 | 30 |CTI73 LI
45 | CT112 |Mang may tinh 3 13 30 | 30 |CT178 LI
46 | CT176 |Lap trinh hudng ddi tugng 3 13 30 | 30 |CT101 LI
47 | CT296 |Phan tich va thiét k& hé thdng thong tin 3 |13 30 | 30 LIl
48 | CTI82 [Ngén ngit md hinh hoa 3 13 30 [ 30 LI
49 | CTI179 |Quén tri hé thong 3 13 30 [ 30 LI
50 | CTI88 |Nhap mén lap trinh Web 3 13 30 [ 30 LI
51 | CT190 |Nhép mén tri tu¢ nhan tao 2 |2 20 | 20 LI
Cong: 46 TC (Bit budc 46 TC; Tw chon: 0 TC)

Khéi kién thirc chuyén nganh
52 | CT335 |Thiét ké va cai dat mang 3 |13 30 | 30 [CT112 LIl
53 | CT428 |Lap trinh Web 3 13 30 | 30 |CT180,CT188,CT176 LI
54 | CT294 |May hoc (g dung 3 13 30 [ 30 LI
55 | CT197 |Co s 1y thuyét mat ma 3 13 30 [ 30 LII
56 | CT211 |An ninh mang 3 13 30 | 30 |CT112 LI
57 | CT485 |Céc k¥ thuit tin cong mang 3 3 30 | 30 LII
58 | CT297 |Phap y méy tinh 3 30 [ 30 LII
59 | CT486 |Phat hién va phén tich ma doc 3 30 [ 30 LII
60 | CT228 |Tudng lia 3 1\ 30 [ 30 L II
61 | CT212 |Quan tri mang 3 30 | 30 |CT112 LI
62 | CT127 |Ly thuyét thong tin 2 11101 30 LIl
63 | CT344 |Giai quyét su cO mang 2 hod 30 CT335 LI
64 | CT225 |Lap trinh Python 2 o 120 | 20 |CT176 LI
65 | CT221 |Ldp trinh mang 3 N2 |30 | 30 [CT112,CT176 LI
66 | CT274 |Lap trinh cho thiét bi di dong 3 |\ 30 | 30 |CT176 LI
67 | CT279 |Blockchain 3 30 [ 30 LI
68 | CT098 |Phat trién g dung IoT 3 30 [ 30 LII
69 | CT488 |Bao mét hé thong IoT 2 20 | 20 LII




Ma sb S | sé | sé , Hoe |
TT| hec Tén hoc phin tin b]?f(‘”)tc c:gn tiét | tiét tl-ilé(ilc(:)ll:;él; [s) (l:::;l thue

phan chi | °| * |LT|TH X hién

hanh
70 | CT489 |Luatan ninh mang va dao dirc trong linh vuc CNTT 2 2 30 LIT
71 | CT490 |An ninh Web 3 3 30 | 30 |CT428 LI
72 | CT491 |Nién lun co s an toan théng tin 3 3 90 [>90 TC LI
73 | CT492 |Nién ludn an toan thong tin 3 3 90 |>110TC LI
A o A > 125TC, CT211,
74 | CT493 |Thyc tdp doanh nghiép - An toan thong tin 5 5 150 CT296, CT335 I
75 | CT556 |Luan vin tot nghiép - ATTT 15 450 [>125TC LI
76 | CT520 |Tiéu ludn tét nghiép - ATTT 6 180 [>125TC LI
77 | CT338 |Mang khong diy va di dong 2 30 CT112 LI
78 | CT232 |Péanh gia hiéu ning mang 3 30 | 30 |CT112 LI
79 | CT233 |Dién toan dam may 3 30 | 30 LII
80 | CT207 |Phat trién phin mém mi ngudn md 3 30 | 30 LI
81 | CT223 |Quan 1y du 4n phdn mém 3 30 | 30 LII
82 | CT235 |Quan tri mang trén MS Windows 3 15 30 | 30 |CT112 LI
83 | CT467 |Quan trj dit liu 3 30 | 30 |CT180 LIT
84 | CT251 |Phat trién ung dung trén Windows 3 30 | 30 |CT180,CT176 LI
85 | CT206 |Phat trién img dung trén Linux 3 30 | 30 |CT180,CT176 LI
86 | CT230 |Phat trién ung dung hudng dich vu 3 30 | 30 |CT428 LI
87 | CT238 |Phén 16p dit liéu 16n 3 30 | 30 LI
88 | CT482 |Xirly dit liéu lon 3 30 | 30 |CT176 LI
89 | CT332 |Tri tué nhan tao 3 30 | 30 LII
90 | CT273 |Giao dién nguoi - may 3 30 | 30 LI
Cong: 59 TC (Bit budc: 34 TC; Tu chon: 25 TC)
Téng cong: 161 TC (Bit budc: 121 TC; Ty chon: 40 TC)

(*): la hoc phdn diéu kién, khong tinh diém trung binh chung tich lity. Sinh vién co thé hoan thanh cdc hoc phan
trén bang hinh thiec nop chunmg chi theo quy dinh ciia Truong Dai hoc Can Tho hodc hoc tich lily.
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